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Introduccion

OPC Router es la herramienta software que habilita el intercambio de informacion entre diferentes plataformas
y sistemas.
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Watson

En esta guia, la plataforma loT IBM Watson actla como fuente de datos. En esta plataforma se crearan los
dispositivos encargados de enviar la informacién via MQTT a OPC Router. Es decir, la arquitectura técnica
es la siguiente:

e IBM Watson como MQTT Broker
e Plug-in MQTT de OPC Router como MQTT subscriber

Una vez OPC Router dispone de la informacién podria enviarla a cualquier otro destino, ya fuera un servidor
OPC DA o UA, una base de datos, un ERP como SAP, enviarla por webservices, ...

Para realizar la conexion con IBM Watson IoT Platform hace falta seguir los siguientes pasos:

1. Configurar la plataforma de IBM Watson
2. Configurar el dispositivo
3. Configurar MQTT Client en OPC Router

Configurar la plataforma de IBM Watson

1. Accederala plataforma de IBM e ir al “Dashboard”. Entonces, click en “Create” para crear un recurso:

= IBMCloud

Dashboard Customize & Upgrade acc: Create resource )

Resource summary W resourcos Planned maintenance

loud Foundry Service 1 Mext event: Mon, Jul B, 2019 1:30 PM

Upgrade the Blockchain firey

Upcoming
Update the Kubernetes versio
Migrate the service to the IBM Cloud dat.

Update the Kubernetes v

Location status View status Apps Support cases

o 0 0 0
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2. Buscar en la libreria “label:lite iot” para encontrar la opcion“internet of Things Platform”. Entonces
seleccionar y crear

= 18M Cloud

Try the best of the Catalog for free with no time restrictions with Lite plans.
The Lite filter is enabled. Remove the filter to see the full Catalog.

), label:ite jot| ’

nternet of Things

All Categories (4)

C Infrastructure
! o Internet of Things Platform

Compute Lite « IBM g

<
Containers This service is the hub of all things IBM 1T, itis H
Networking where you can set up and manage your connected E

devices so that your apps can access their live an,

Starter Kits
Databases (1
Developer Tools .
H Internet of Things Platform Starter
Integration Lite « IBM
Internet of Things (1) Get started with IBM Watson 16T platform using the
Secur Node-RED Node.js sample application. With the

y and Identity
) Starter, you can quickly simulate an Internet of

)]

Starter Kit:

3. Dar nombre (1) y crear (2) la plataforma que se acaba de crear:

1BM Cloud
& Viewall
@ Internet of Things Platform

Service name:

This service is the hub for IBM Watson
10T and lets you communicate with

OPC Router IoT Service
and consume data from connected

devices and gateways. Use the built-in e ——

web console dashboards to monitor Chaose a reglon/location ta Choose an organization: Choose a space:

your IaT data and analyze it in real deploy In: o
time. Then, enhance and customize London - —— dev

your IBM Watson 1oT Platform

experience by building and connecting Tags: ©

your own apps by using messaging
and REST APIS.

View Docs Terms @
Add to estimate (|

Need Help?
Contact 1BM Cloud Support 9

Create
e ——

4. Arrancar la plataforma l1oT

I8M Cloud

| anses :
) X 98.77 M h [ .
° OPC Router IoT Serwce" 61% Used | 198, egabyle.exc anged available :
Plan 1 Details J
Connections Location: London  Org: rose@inray.de  Space: dev  Add Tags

S— o n Let's get started with IBM Watson IoT Platform

(¢ cose =) Securely connect, control, and manage devices. Quickly build ToT
ag aagfiat analyze data from the physical world.
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Crear un dispositivo

1. Después de arrancar la plataforma, se abre automaticamente el navegador de dispositivos.
Seleccionar “Create a device™

IBM Watson IoT Platform

Browse Action Device Types Add Device

b Browse Devices

This table shows a summary of all devices that have been added. It can be filtered, organized, and searched

on using different criteria. To get stai

d, you can add devices by using the Add Device button, or by using

o APL
8
o]
- Search by Device ID Device Simulator @ _ =

® D Device ID Status Device Type Class ID

oo

980

You don't have.any devices.

Cookie Preferences

2. Seletiene que dar un nombre al nuevo dispositivo. Primero escoge el tipo de dispositivo (1), después
indica el nombre del dispositivo (2) y pulsa continuar (3).

rose@inray.de

IBM Watson IoT Platform

1D: 7nahdt

von

Browse Action Device Types

#

o
go
== X
Add Device - ~
A @ ./ -/ |\
Identity Device Security Summary
) Information
< Select a device type for the device that you are adding and give the device a unique ID.

Device ID OPCR-1 2

ooty 1

& ©

3

'

)

o
& "
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3. En el siguiente paso, aflade los metadatos opcionales que estimes oportuno y pulsa “Next”:

IBM Watson IoT Platform

I0: Tnakdt

Browse  Action  Device Types

x
vi o .
A Add Device [ @ 9, .
Tdentity Device Security Summary
Information
fetautt device information and enter more information about the device fo
= Manutacturer
2] |
Hodel Device Class.
@ Description Firmware Version
Hardware Version Descriptive Location

Add Metacata ©

4. En el proximo paso, configura las opciones de seguridad. Las opciones por defecto suelen ser
correctas:

I8M Watson IoT Platform

Browse  Action  Dewice Types

Add Device ©r

Identity

®

Device Security Summary
Information

re are two options foe selocting a device au on token
Auto-generated authentication Self-provided authentication

B8 token (default) token
8 ‘Allow the 5envics 10 genarate an authantication Pravide your own authentication token for this
Tohan re 18 s ang davice. The tokan must ba batween @ and 36

s and characters and contain a mix lowercase and

you at the end uppercase letters, numbers, and symbels, which
canin
oanat

-]

words, user names, or cthor predefined
soquances,

Authantication Token

Make a note ef the generated taken. Lost authenticatin
\ ., Tob store.

=)

5. En el dltimo paso, se muestra un resumen de las configuraciones. Crea el dispositivo pulsando
“Finish”:

18M Watson 10T Platiorm

== Browse  Acion  Devica Types
Add Devi
Add Device I - . ®
Tdontity Socurity Summary
= Bavica Type
Bevice 10
* =
@ Secusity Toben
o be go
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6. El dispositivo creado se muestra juntamente con la informacion de acceso por MQTT. Estos datos
son importantes para configurar el cliente MQTT. Aqui puedes encontrar el Identificador de la

organizacion (1), el tipo asignad

(4):

1BM Watson IoT Platform

0 (2), el identificador del dispositivo (3) y el token de autenticacion

OPCR-1

- € Back
k3
Device Drilldown -
3
22
A
' Device Credentials
Connection Information
Recent Events
r' State
' Device Information
5] Metadata
& Extension Configuration
Diagnostics
@

Connection Logs

Device Actions

Configuracion del cliente

Device Credentials

You registered your device to the organization. Add these c
the device

als to the device to connect it ta the platform. After

is connectad, you can navigate to view connect event detalls.

Organization ID 7nahdt 1
Device Type 2
Device 1D OPCR: 3

Authentication Method  LSe-10ken-auth

Authentication Token sHLOyQ6B@dg6@gdlm” 4

Authentication tokens are non-recoverable. If you misplace this token, you will need to re-register the device to
generate a new authentication token

Find out how to add these credentials to your device 2

MQTT en OPC Router

En la configuracion del cliente MQTT se debe configurar con los datos de los pasos anteriores:

Broker connection: el ID de la organizacion (“7nahdt” en nuestro caso) se combina con

“.messaging.internetofthings.ibmcloud.com” para construir la direccion del broker MQTT.

Client ID: el ID de cliente consiste en combinar el ID de la organizacion (1), el tipo de dispositivo (2)

y el ID del dispositivo (3). El formato es “d:<Device-Type>:<Device-ID>".

Password: La contrasefia es el

().

Username: La cadena “use-token-auth” (4) se utiliza como usuario.

token de autenticacion que se da en la informacion del dispositivo

Name:

Port:

SSL Protocols:
Client ID:
Username:

Password:

4

Certificate:

MQTT version:

First will

Broker connection:

Trusted certificates:

Matt x

IBM Watson MQTT]

Znahdt. messaging.internetofthings.ibmdoud.com

8883 | § | v/ ssL | Continuous session
/ssuz S5Lv3, TLSv1, TLSVL1, TLSv1.2 v

n Tnahdt:OPCRouter:CPCR-1 Create new Client ID
1 use-token-auth® token-auth

sessnssenssrnniigs

Wiithout ‘\
v3_t v

Quality of Service type: |2 - exactly once

| Wait for transfer

Activate first will

Check connection

Last wil

Cancel

6
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Ejemplo

software GmbH (System; 34)

& OPC Router version 4 - Provided for invay Industr
File Extras Window Help Information | Service @~
State 4
—
o | 4 & ocalsenie
iz Senvice status -

= » % Pugins
= 4 = Connections

= » 0 AWS ToT 2000 ms

I b+ T Anre loT Hub

» 7 Datenerfassung

<=4 oms e
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saiq0 Bysuel]

T i T OTOULDDPPIPS S S S S oo SPRINIRE S @t ¥

4 P BM Wiatson ToT
- Temperature_to_L.

b T Verarbeitung 10:47:00

Transfer date 7/3/2019 10:52:08 AM

-

Note

10:48:00

DE: Temperatur aus SQL Quelle laden
EN: Load temperature from 5QL

A
101

101 y

Constant values

2 Database
Typ: Select

DB-Anbindung: FASINMOVE

Tabelle: V_LiveData
Columns

Value
Filter

ConfigID [EQUAL] ?

10:49:00 10:50:00 10:51:00 10:52:00
-
* Note * Note
DE: Formatieren DE: Und per MQTT senden
EN: Formatting EN: Send via MQTT
{J}son v
Brokeranbindung: 1BM Watson MQTT
p
JsanPath Do Quality of Service: Standard
Json ;| Topic:iot-2/evt/valueChange/fmt/json
JsonPath Ttems "Te
02 Index] Valiies (1
§.Temperature 0" ex| Values (1)
“Temperature™: 20.2
}
[ Time trigger
Triggermodus: zyklisch
Zyklus: Sseconds
Startverzagerung: Omillisecond "

Router started.

IBM Watson IoT Platform

Browse Action

Device Types

Browse Devices

This table shows a summary of all devices that have been added. It can be filtered, organized, and searched on using different

Q) search by Device ID

Device

Device
1D Type

Status

S Connected

Identity Device Information

OPCRouter

Class
)
Device

Recent Events

3 eriteria. To get started, you can add devices by using the Add Device button, or by using AP1.

rose@inray.de

Device Simulator @ ) [I] =
Descriptive Device
Date Added Location Added By Class

Jul 3, 2019 9:35
AM

State Logs

The recent events listed show the live stream of data that is coming and going from this device

rose@inray.de

Event Value Format Last Received

valueChange {"Temperature":20.2} json a few seconds ago
valueChange {"Temperature":20.2} json a few seconds ago
valueChange {"Temperature®:20.2} json afew seconds ago
valueChange {“Temperature®:20.2} json a few seconds ago

o
K
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Informacion Adicional

Nota Importante: Esta Nota Técnica se entrega “as is”, es decir, como complemento a la documentacion del
producto, pero no incluido dentro del ambito del Soporte Técnico. Por tanto, cualquier mal funcionamiento
derivado del contenido de esta nota técnica no es responsabilidad de Becolve Digital.
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