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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

I Solution Qverview

The integration of valuable data from Factory to Building automation it’s always a challenge
since both locations, even being installed in the same building, could not use the exact
protocol to control their associated devices. Due to environmental restrictions, safety in
buildings and comfort for those inside the building, a BMS (Building Management System) is
typically installed to operate and maintain those variables in place. This BMS typically uses
BACnet to communicate with the systems installed: HVAC, lighting, sensors, access control,
etc.

Therefore, if we can provide access to this BMS variables from a Rockwell controller, we will
enable applications where both systems communicate with each other like:

B A chemical factory communicating with the BACnet BMS to shut down the
HVAC system in the building due to an emergency.

B A working shift finishes and notifies to the BMS, so the HVAC, lighting and
other systems must be switched off to reduce energy usage.

B A BACnet HMI or SCADA located in building, showing important KPIs from
the industrial process happening in factory level.

This application note describes the relevant configuration options and files to
achieve the applications described above.
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

I Canfiguration tool: MAPS

Intesis MAPS supports all possible protocol combinations available for Intesis gateways providing a simple
and consistent way to program all your devices, regardless of the protocol they use. Just launch MAPS, select
the template for your gateway and you are ready to go.

IBOX-BAC-EIP_test Rockwell.ibmaps - Intesis MAPS - 1.1.22.6

@ New Project

Select BMS Protocol

<pacner| gnR Woaus ASCH (ErY 3 Home

News

Latest News and Updates

Start
Create New Project Select Template
Load Project
Order Code:
Get Project from Device
Mame BMS Protocol Device Protocal Description Gateway Order Code @
Update Gateway Firmware |BOX-BAC-DALI-128-Template BACnet Server DAL Intesis DALl to BACnet Server Gateway IBBACDAL128vvo0 - INBACDAL128vvoo

DALI-64-Template BACnet Server DALI Intesis DALl to BACnet Server Gateway IBBACDALBE4VVOD - INBACDAL@ESVVOD
Import Project From USB Host

EIP-Template BACnet Server EtherMNet/IP Intesis EtherMet/IP to BACnet Server Gate... INBACEIP1K28888

Reazmi |BOX-BAC-HI-Template BACnet Server Hitachi Intesis Hitachi to BACnet Server Gateway IBBACHITCCCOVOO - INBACHITCCcOvoO

IBOX-BAC-H5-Template BACnet Server Hisense Intesis Hisense to BACnet Server Gateway  IBBACHISCCCOVOD - INBACHISCCCOVOOD
IBOX-BAC-EIP_test Rockwell 1BOX-BAC-IR-Template BACNet Server IR Intesis IR to BACnet Server Gateway NagsUNTRR1TEeR

IBOX-BAC-KNX-Template BACnet Server KX Intesis KNX to BACnet Server Gateway IBBACKNXCCCVVOD - INBACKNXCCCVVOOD
|BOX-BAC-LON-Template BACnet Server LON Intesis LON to BACnet Server Gateway IBBACLONCCCVVOO - INBACLONCCCWWOO
|BOX-BAC-MBM-Template BACnet Server Modbus Master Intesis Modbus Master to BACnet Server .., IBBACMBMcCCWvoD - INBACMBMCCCwvoo
IBOX-BAC-MBUS-Template BACnet Server M-Bus Intesis M-Bus to BACnet Server Gateway IBBACMEBCCCVVYOO - INBACMEBCCCYVOOD
|BOX-BAC-MD-Template BACnet Server Midea Intesis Midea to BACnet Server Gateway INBACMIDBRS1B08
IBOX-BAC-PA-Template BACnet Server Panasonic Intesis Panasonic to BACnet Server Gateway IBBACPANCCCOVOD - INBACPANCCCOVOOD

| 4 |BOX-BAC-PRT-Template BACnet Server PROFINET Intesis PROFINET to BACnet Server Gateway IBBACPRT1K28@82 - INBACPRTIK28808 v

mpo! —mm oo - - - - - - - - - - - - -

Import Project From Linkbox

Next

o Connected to: 192.168.8.10 o Cnet Server B Device Pr

Intesis MAPS provides device templates to import data automatically, without complex Excel configuration
files or not-so-user-friendly interfaces that only increase the configuration time. It supports conversions
such as scaling and offset to transform the data to your needs, and it enables advanced diagnostics and
troubleshooting as well.

MAPS software is a Windows application and can be freely downloaded from Intesis website:
www.intesis.com
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

BACnet features and EtherNet/IP
Class types suppaorted

BACnet side
On the BACnet side, the gateway acts as BACnet/IP Server or BACnet MSTP device, allowing other BACnet
devices to perform subscription (COV) requests and reads/writes to its internal points.

This BACnet gateway supports both serial (MSTP) and IP communication. Using Intesis MAPS configuration
software, the user can modify the settings of the gateway to adapt each side of the automation network,
defining for example, the BACnet operation mode (IP or MSTP), the UDP port for its BACnet identification
from a BACnet Client or the required Baud rate settings for its MSTP working mode.

IBOX-BAC-EIP_test Rockwell.ibmaps - Intesis MAPS - 1.1.22.6
Home Project Tools View Help
fof A = e " )
Intesis MAPS
Connection Configuration * Signals Receive / Send Diagnostic

BACnet Server General Configuration
I BACnet Server Device Mame Device [BOX-BAC-EIP
Device Instance 246

Password 00 |esssssss Change

Objects Information Show
Gateway Mode

Mode ® P ) MSTP
UDP Port 47808

MNetwork Role Disabled v

[] Show Advanced Configuration

o Connected to: 192.168.8.104 BMS Protocol BACnet Server B Device Protocol: EtherMNet/IP B 08:49:02 2021/10/29

This Intesis gateway supports several object types to perform the most common applications in a BACnet
installation: Analog (Input, Output), Binary (Input, Output) and Multistate (Input, Output)

A complete list of supported types can be found on the user manual of the gateway.
https://www.intesis.com/docs/user-manual-inbaceip1k2000
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

EtherNet/IP side

On the EtherNet/IP side, the gateway acts as an Adaptor device and its interface supports the following CIP
connection:

B Class-1 Connection. Also called ‘Implicit messaging’ is a method of communication between EtherNet/
IP controllers and devices using Ethernet UDP messages. All data points configured as ‘cycle’ are exchanged
between the controllers and devices at regular time intervals.

When the Scanner device writes an EtherNet/IP register in the gateway, the new value is updated on
the BACnet side to be read by BACnet clients using pooling method and, if this BACnet object has active
subscriptions the new value will be sent to the subscripted BACnet device(s).

The maximum number of simultaneous connections supported by on the EtherNet/IP side, depends on the
Class connection, for instance, when working with Class 1, a maximum of 4 connections (1 as an exclusive
owner) are supported.

In terms of the data capacity, the amount of Input data supported is max 500 bytes and another 500 bytes
for the Output data. This is the amount of memory available for mapping on EtherNet/IP network and will

have effect on the amount of data that can be transferred to and from the gateway.

This capacity can be modified on the configuration toom MAPS, on the EtherNet/IP configuration setting.

IBOX-BAC-EIP_test Rockwell.ibmaps - Intesis MAPS - 1.1.22.6

Home Project Tools View

foj X\ I o W

Connection Configuration * Signals * Receive / Send Diagnostic

Intesis MAPS

EtherNet/IP Configuration

Bit Alignment SINT (Short Integer) v
IP Settings Change
I EtherNet/IP Use Automatic /0 Sizes W] Enabled

Data Size to EtherNet/IP
Data Size from EtherMet/IP

Configuration Files

Generate Configuration Report Export
Generate L5X Data Type File Export

Generate EDS File Export

["] Show Advanced Configuration

@ Connectedto: 192.168.8117
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

Keep in mind that if Use Automatic I/O Sizes is active, it will enable the maximum capacity of the data
package (500 bytes 1/0), which will enable more forgiving communication between the scanner and the
adaptor and avoid I/O configuration mismatches. However, MAPS allows to reduce this data size on the
EtherNet/IP adaptor in its programming.

Another important feature is the possibility to modify the IP settings from the EtherNet/IP adaptor. This is
the IP address that the EtherNet/IP side of the gateway will have to identify itself in the Rockwell’s Controller
network.

|BOX-BAC-EIP_test Rockwellibmaps - Intesis MAPS - 1.1.22.6

Home Project Tools View Help

—
& \ = “ W Intesis MAPS
Connection Configuration Signals Receive / Send Diagnostic
-
EtherNet/IP Configuration
Bit Alignment SINT (Short Integer)  ~ IP Settings
IP Settings Change .
g IP Settings
I EtherNet/IP Use Automatic |/0 Sizes M| Enabled
Data Size to EtherMNet/IP 500 = Link Status Link
Data Size from EtherMet/IP 500 = Current Values Configured Values
. ) . M| Enable DHCP M| Enable DHCP
Configuration Files
IP Address 192.168.8.116 192.168.8.116

Generate Configuration Report o Net Mask 235.255.255.0 355.255.255.0
G te L3X Data Type Fil Export

Enerte ata ype e pol Default Gateway 192.168.8.1 192.168.8.1
G te EDS Fil Export

Fnerme s e po Preferred DNS Server | 192.168.8.1 192.168.8.1

Show Advanced Configuration Alternate DNS Server 192.168.8.1 192.168.8.1
HostMame
Apply Refresh Close
v

0 Connected to: 192.168.8.117 BMS Protocol: BACnet Server B Device Protocol: EtherMet/IP B 16:36:12 2021/10/28
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

I Canfiguration Files

EDS file

One of the main features of the Intesis gateway is it capability to create and generate Configuration files for
easy integration on Rockwell controllers.

The EDS file generated from the gateway, simplifies the configuration process for the system integrator when
integrating in the controller’s software. This EDS file contains all the relevant data from the Adaptor device,

in this case, the BACnet EtherNet/IP gateway and can be generated from the EtherNet/IP configuration tab in
MAPS.

IBOX-BAC-EIP_test Rockwellibmaps - Intesis MAPS - 1.1.22.6

fol A = wn W

Connection Configuration * Signals * Receive / Send Diagnostic

Intesis MAPS

EtherNet/IP Configuration
: 9 & Savefile x
4 B« igga > Desktop » v o Sesrch Desktop
1P Settings
I EtherNet/IP Use Automatic /0 Sizes Organise ¥ New folder = @
Dat Size to EtherNet/IP DSV 100-HMS InessEthemetp, EDSV1,00-HMS-Intesis Ethermetip_
; BACnet-20200723 BACnet 20200zip
Data Size from EtherNet/IP WinRARZIP archive
Configuration Files o
]
Generate Configuration Report Export
[ ]
Generate L5X Data Type File Export
Generate EDS Fie Export -
=
[ Show Advanced Configuration
L}
E
4
File name: | EDS-V1.00-HMS:Intesis Ethemetip_BACnet-20200723.zp -
Save astype: [Project Files (“2ip) S
A Hide Folders Cancel

- Welcome to Rockwell Automation's EDS
Wizard

- The EDS Wizard allows you to:
-register EDS-based devices.

-unregister a devics

RO — Once this file is stored, it can be opened
e from Studio 5000 Logix Designer software,
following the EDS Wizard in the application:

To continue click Next

Next > Cancel
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

Once the EDS file has been successful imported, the module properties will automatically show the details of
the communication set up by MAPS.

You can change some of the settings like the IP address to enable communication with the gateway. The IP
address should be in the same range as the IP address for the PLC system.

[ Pl Module Properties: Ethernet (180X 1.048) x [EEIS iRy T L
[TGenem  General
Connection
Modue Info Type 1BOX IBOX-BAC-EIP
Internet Protocol Vendor: HMS Industrial Networks AB
Port Configuration
Network Parent Ethernet
Name [eAcer gatawa Ethernet Address
L ") Private Netwo 107 12 1
Dsscaghor: ®)1P Address (192 1668 116
_) Host Name:
Modue Definition
Rewision 1.048
Electronic Keying Compatible Module
Connections Exclusive Owner
Status Offine oK Cancel Apph Help

B! Module Definition™ x
Or modify the Module definition to change the I/O data size, however, . o [ oml®
keep in mind that these settings are already defined on the Adaptor/ Beckonc ey [RNENR -
gateway, and would need to be changed on the configuration of the Connections
gateway via MAPS. [Name [ [Sie
Input: | 500

Exclusive Cwner SINT

[Oulpu 496

In this example we use an Exclusive Owner connection and set the
data type to INT, which represents the data as 16-bit values. The size
of the input and output connections must correspond to the size
configured for the Intesis EtherNet/IP gateway.

[oc] o | v

TESREEIN 5 Controlier Tags - BACEP(contraen) <

Name <31~ Alias For Base Tag DataType  Description  External Access Constant Style ~

« BACEIP_gateway! _00SAIBOX 7E6. Read/MWrite o

BACEIP 800L Reac/Wite Decima

SINTIS00] Read/MWrite Decima
_0SABOX 78, ReadWrite a]

» BACEIP. gateway:0.Data SINTE496] Read/Wite Decma
» Local21 AB1756 DN 5 Read/Write o
» Local20 AB1756.DN8 4. Read/MWrite o

> Local2:s AB1756 DNB St. Read/Write o
o

In the controller tags for the PLC, the configured I/O
data values for the implemented Intesis EtherNet/IP
gateway can be seen.

» {Monitor Tags ) Edit Tags,
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

Configuration Report

The Configuration Report represents the existing data structure on the BACnet — EtherNet/IP HMS gateway.
It is a very helpful document for System Integrators that are working directly on the programming of the PLC
and would like to simplify the data structure generated by the EDS file generated by MAPS.

Following the information contained in the document about the data generated by the EtherNet/IP gateway,
they can configure the tag names, look for the bit definition to understand the tags’ function or its size on

the PLC programming.

This report can be generated by MAPS on the EtherNet/IP configuration tab:

IBOX-BAC-EIP_test Rockwell.ibmaps - Intesis MAPS - 1.1.22.6

Home Project Tools View

ol A\ -] P W

Connection Configuration * Signals * Receive / Send Diagnostic

Intesis MAPS

EtherNet/IP Configuration

Bit Alignment SINT (Short Integer) ~ +
P Settings Change
I EtherNet/IP Use Automatic |/0 Sizes (W) Enzbled

Data Size to Etherlet/IP
Data Size from EtherMet/IP

Configuration Files

Generate Configuration Report Export
Generate L5X Data Type File Export

Generate EDS File Export

[ Show Advanced Configuration

o Connected to: 192.168.8.117 BMS Protocol: BACnet Server B Device Protocol: EtherNet/IP B 17:32:27 2021/10/28

By clicking on Generate Configuration Report, an Excel file will be created containing all this information.
However, it’s important to remark that this is not a configuration file. Modifying settings there to later import
them in the gateway is not possible, thus this document is simply informative.

All the necessary configurations can be easily done with MAPS configuration software.

In the following application example, we will see how this Configuration report looks like.
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

I Application Examples

We will take one of the application examples mentioned in the introduction:

B A chemical factory communicating with the BACnet BMS to shut down the HVAC system in the building
due to an emergency.

Etheri\'et/IP ) BACnet &)
BACnet MSTP
BACnet IP
7
E n-- M St}ntrullers
= 5 ™

in the building

SCADA

in the factory e\
EtherNet/IP

On Factory floor, there has been defined 2 types of alarms that can be triggered depending on the severity
level. The Allen-Bradley PLC installed at factory level, is monitoring all the production processes, while
keeping an eye on possible events that could cause an alarm.

Inside of the Building, there is a BACnet BMS installed which is controlling all the general facilities of
the building: HVAC, alarms, lighting, and energy management. It has also defined 2 types of alarms to

communicate to the factory floor.

When there is an alarm on Factory floor, the PLC should communicate to the BMS in the Building to
control the HVAC, lighting, and energy generation to make sure the systems will operate accordingly to the
emergency type. And the other way around, when there is an alarm in the Building, the Factory floor should

be notified to trigger its respective safety actions.
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

The system integrator can easily create these alarm types using MAPS on the Signals view and store them in
the gateway by clicking on Send.

& \ = . “* Intesis MAPS

Connection Configuration Signals Receive / Send Diagnostic
BACnet Server EtherNet/IP
%  Active MMS.. Description Hame Type Instance  Units Data ype Direction  Cyclic  Inp.Byte Q.. Inp.BitO.. Outp.ByteO.. Outp.BitO..
» | O  Factory Alarm Code MI_0_Factory Alarm Code 13: 0 5: Unsigned 16 bit integer 1 Output M - - ] -
2 4 [0 Factary Alarm Type A trigger BI_0_Factary Alarm Type A trigger Bl o 1: Output M - 2 ]
| [0 Factory Alarm Type B trigger BI_1_Factary Alarm Type B trigger Bl 1. 1: Output = 2 1
4 H O  Building Alarm Type A trigger BO_0_Building Alarm Type Atrigger 4 BO & Input =) 0
5 & [0 Building Alsrm Type B trigger BO_1_Building Alsrm Type B trigger & BO 1. &  Ingut =] 1
6 HE [0 Buwiding Alsrm Code MO_0_Building Alarm Code 1& MO 2. 5: Unsigned 16 bit integer 0: Input E 1
W Auto BACname Auto BAORSt.  Inputsize: 4 Outputsizes2  Activesignalss 6/ 1200 Hide Disabled signals  EditColumns  Import  Expot  AM ¢ PR I | - Check table

Once the signals have been created, the user can generate the required files for the integration and
operation with the Allen-Bradley PLC.

= wr -\~

Intesis MAPS

Connection Configuration Signals Receive / Send Diagnostic
~
EtherNet/IP Configuration
Bit Alignment SINT (Short Integer)  ~
IP Settings Change
I EtherNet/IP Use Automatic I/0 Sizes W Enabled
Data Size to EtherNet/IP s 2
Data Size from EtherNet/IP w3
Configuration Files
Generate Configuration Report E=N
Generate L5X Data Type File Expor
P 8 Generate Report
Generate EDS File 288, Generate EtherNet/IP configuration report
Show Advanced Configuration
-
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

Creating the Configuration Report, it will export and Excel format file that will contain the information
programmed in the gateway, divided between:

B [nput Cyclic Data
B Qutput Cyclic Data
B Acyclic Data

A| A | B | C | | E

ZTransac:tion Name Element Size (bytes) Absolute Range [Byte].[Bit] Description BACnet Type BACnet Units
P BO_0_ Building Alarm Type A trigger 2 i Building Alarm Type A trigger 4: BO

=0 BO_1_ Building Alarm Type B trigger 1 bit 3 Building Alarm Type B trigger 4: BO

L8 MO_2_ Building Alarm Code Building Alarm description 14: MO

Input Cyclic data Cutput Cyclic data Acyclic data ®

A A B | c | ) | 3 | F
1 |Transaction Name Element Size (bytes) Absolute Range [Byte].[Bit] Description BACnet Type BACnet Units
MI_0__Factory Alarm Code Factory Alarm description 13: M1
Factory Alarm Type A trigger 3: Bl
Factory Alarm Type B trigger 3: Bl

Input Cyclic data Qutput Cyclic data Acyclic data

| B | c | F | G
Element Size (bytes) EtherNet/IP Index Access Description BACnet Type BACnet Units
WA MI_0__Factory Alarm Code 1 RW Factory Alarm description 13: M1
=0\ BI_0_ Factory Alarm Type A trigger 1 bit 2 RW Factory Alarm Type A trigger  3: Bl
L3 BI_1_ Factory Alarm Type B trigger  1bit 3 RW Factory Alarm Type B trigger  3: Bl
4R Building Alarm Type A trigger 4: BO
5R Building Alarm Type B trigger 4: BO
6 R Building Alarm description 14: MO

Input Cyclic data Cutput Cyclic data Acyclic data
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

The information generated in this Configuration File includes relevant information about the Tags required
for the integration. The Elements size or the byte/bit range can be later used in the PLC programming to
identify the specific Tags for each of the controller’s I/0.

But before going to the Logix Designer project, the user can generate the EDS file that contains all the
configuration information of the I/O adaptor (the gateway).

1BOX-BAC-EIP_Alar

ol A = wn "

Connection

Intesis MAPS

Configuration Signals Receive / Send Diagnostic

EtherNet/IP Configuration

Bit Alignment
1P Settings Change.

I EtherNet/IP Use Automatic /0 Sizes W Ensbled

Data Size to EtherNet/IP jaze

Data Size from EtherMet/IP 100
Configuration Files
Generate Configuration Report
Generate L5X Data Type File

Generate EDS File

Show Advanced Configuration enerate EDS file
Generate EtherNet/IP EDS file

Now on the Studio 5000 Logix Controller software, the user can import the EDS file of the gateway and start
the configuration of the module.

T o roperies et oo 1o, [

General General
Connection
Module Info Type: IBOX IBOX-BAC-EIP
Internet Protocol Vendor HMS Industrial Networks AB
Port Configuration
Nebwork Parent Ethemnat
Name: Intasis BAC EIP galeway) | Ethernet Address
[ ! () Private Netwo 102 1R= 1 -
Description Gateway for the integration with Alarms in Building (@) IP Address 192 1688 116
() Host Name
Module Defintion
Revision 1.048
Electronic Keying Compatible Module
Connections Exclusive Owner
Changea
Stahis Offine Cancel Apply Help
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Application note EtherNet/IP - BACnet IP & MS/TP Server Gateway

And finally, in the Controller tags for the PLC, the configured I/O data values for the implemented Intesis
gateway can be seen and adapted to the project requirements, making use of the Configuration file
generated from MAPS.

Scope: | EBACEIP ~ | Show: |AIl Tags bl A2

Name =i/~ Alias For Base Tag Data Type Description External Access *
« BAC_EIP_gateway:| O05AIBOX_TEB... Read/Write
BAC_EIP_gateway:l.ConnectionFaulted BOOL Read/Write
« BAC_EIP_gateway:l.Data SINT[500] Read/Write
4 BAC_EIP_gateway:|.Data[0] SINT Read,/Write
BAC_EIP_gateway:|.Data[0].0 BOOL BO_0_Building Alarm Type A t.. Read/Write
BAC_EIP_gateway:|.Data[0].1 BOOL BO_1_Building Alarm Type B tri... Read/Write
BAC_EIP_gateway:|.Data[0].2 BOOL Read/Write
BAC_EIP_gateway:|.Data[0].3 BOOL Read/ Write
BAC_EIP_gateway:l.Data[0].4 BOOL Read,/Write
BAC_EIP_gateway:|.Data[0].5 BOOL Read/Write
BAC_EIP_gateway:|.Data[0].6 BOOL Read/Write
BAC_EIP_gateway:l.Data[0].7 BOOL Read/Write
b BAC_EIP_gateway:|.Data[1] SINT Read/Write
P BAC_EIP_gateway:|.Data[Z] SINT Read,/Write
P BAC_EIP_gateway:|.Data(3] SINT Read/Write
b BAC_EIP_gateway:|.Data[4] SINT Read,/Write
P BAC_EIP_gateway:|.Data[5] SINT Read/Write
b BAC_EIP_gateway:|.Data[6] SINT Read/Write
P BAC_EIP_gateway:|.Data[/] SINT Read/Write
b BAC_EIP_gateway:|.DatalB] SINT Read/Write
b BAC_EIP_gateway:|.Data[9] SINT Read,/Write
P BAC_EIP_gateway:|.Data[10] SINT Read/Write
b BAC_EIP_gateway:|.Data[11] SINT Read/Write
P BAC_EIP_gateway:|.Data[12] SINT Read/Write
b BAC_EIP_gateway:|.Data[13] SINT Read/Write

P BAC_EIP_gateway:|.Data[14] SINT Read/Write W

« + \ Monitor Tags }Edit Tags [ < >
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