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Important User Information

Disclaimer
The information in this document is for informational purposes only. Please inform HMS Networks of any
inaccuracies or omissions found in this document. HMS Networks disclaims any responsibility or liability for any
errors that may appear in this document.

HMS Networks reserves the right to modify its products in line with its policy of continuous product
development. The information in this document shall therefore not be construed as a commitment on the
part of HMS Networks and is subject to change without notice. HMS Networks makes no commitment to update
or keep current the information in this document.

The data, examples and illustrations found in this document are included for illustrative purposes and are only
intended to help improve understanding of the functionality and handling of the product. In view of the wide
range of possible applications of the product, and because of the many variables and requirements associated
with any particular implementation, HMS Networks cannot assume responsibility or liability for actual use
based on the data, examples or illustrations included in this document nor for any damages incurred during
installation of the product. Those responsible for the use of the product must acquire sufficient knowledge in
order to ensure that the product is used correctly in their specific application and that the application meets all
performance and safety requirements including any applicable laws, regulations, codes and standards. Further,
HMS Networks will under no circumstances assume liability or responsibility for any problems that may arise as
a result from the use of undocumented features or functional side effects found outside the documented scope
of the product. The effects caused by any direct or indirect use of such aspects of the product are undefined and
may include e.g. compatibility issues and stability issues.
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1. General Cybersecurity

IMPORTANT
It is important to maintain the cybersecurity of the Gateway.

Before connecting the Gateway to a PLC, ensure the PLC is configured and installed in accordance
with the PLC supplier hardening guidelines.

IMPORTANT
To physically secure networks and equipment and to prevent unauthorized access, it is
recommended to install the equipment in a locked environment.

IMPORTANT
To avoid exposure of sensitive data, always remove all content and reset all settings to their defaults,
before decommissioning the equipment.
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2. Cybersecurity at HMS

2.1. Security Advisories
For cybersecurity reasons, stay informed about new vulnerabilities and follow the recommended actions.

HMS Networks Security Advisories includes information about our product vulnerabilities and available solutions.

You find our Safety Advisories at www.hms-networks.com/cybersecurity/security-advisories.

2.2. How to Report a Vulnerability
HMS Networks place the utmost importance on the security of our products and systems, however, despite all
the measures we take, it cannot be excluded that vulnerabilities persist.

To report a potential vulnerability in an HMS product or service, please visit
www.hms-networks.com/cybersecurity/report-a-vulnerability and follow the instructions.
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3. Purdue Model

The Gateway is intended to be part of the process control network in Level 1 (E), to enable communication
between PLCs or between a PLC and peripheral devices.

Figure 1. Purdue model, product security context

IT Network

A. Level 4: Enterprise Network
Example: Cloud solution, Business LAN (VPN)

B. Level 3.5: Perimeter Network
Example: Demilitarized Zone (DMZ)

OT Network

C. Level 3: Advanced Control Network (ACN)
Example: SCADA systems, Business control

D. Level 2: Supervisory Control
Example: Operator panels, Operator stations, Engineering stations

E. Level 1: Process Control Network (PCN)
Environment where the Gateway is installed
Example: Factory floor, Industrial product line
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4. End Product Life Cycle

4.1. Secure Data Disposal

IMPORTANT
To avoid exposure of sensitive data, always remove all content and reset all settings to their defaults,
before decommissioning the equipment.

Erase any on site made configuration changes and return the Gateway to the factory default state.
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